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QEVGESiCieless Operation Goalsy

2 SinnglE i
— P g'—and-play
—_d ick
INeranual addressing of hosts

g Generate ioutable address (es)
g:_:z -Automate network address renumbering

"

— s Self'Healing / Maintenance-free
® [T SHOULD JUST WORK!
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2t belogifls o2y I P47,
[IPAYVARENICtIM of is. own SUGECESS

SESICONSUINECRaL 2Nl 2InineEte

EVZRSYStem| administration

SHVienzliconfiguration oft Addresses or use of Dynamic
HEsirConfiguration Protocel (DHCP)

Labor Atensive and error prone
e = Not easy to setup and maintain
= Not simple!
— Usually requires NAT
e Security Is optional; no single standard
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JHvo HEESSES Explored

SV AWENESSES ASSIgNEd 1o = Unicast: For a.single I/F
[IUERECES (%) ' Multicast: For a set of I/F

SIEIIEICES  typically have — A packet is delivered to ALL
multple addresses interfaces identified by this

e - : address
SSIIAELS associated with :
SSinole link (*) Anycast: For a set of I/F

o — A packet is delivered to ONE of

_;-i -Fr:l PV6 addresses have the interfaces identified by this

scepe and lifetime address

e Unlike IPv4, IPv6 does not
® (*) No change from IPv4 define a broadcast address
model — Use multicast
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epAunresses Explored

SN PYGISlipports notion of ®" Addresses
RS0 e AESSESM e e ased o anlinterface

PRSEOPEG Linicast addresses — Haye a Validianal Preferred
= lLink scope, site scope fretdms
® Router advertises “preferred”

and “valid” lifetimes

~ . Global Site-Local . Link-Locs _ “Preferred” address -

-j:f- Unrestricted use

—= Scoped Mmulticast — “Deprecated” address - Use is

addresses discouraged

— 16 scopes including node, Preferred Lifetime
link, site, organization, and

Valid Lifetime

"~ Preferred “Deprecated”
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RVENANIeIatic ConnECTIVIty

> Prrj IdESINENVORPINGEANGEERIaY.
e Locall Address Creation
SRNGEIREULEr Or Server required

_tateless mechanism
S Pouter advertisements provide prefix

Stateful mechanism
s Server provides address

e Slmpllfled Network Administration
® [ ower network maintenance

® Easy Renumbering - Designed to happen!
___* Improved Competition and an end of ISP “lock in”!
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=RDISCOVEN pPresence: off other nodes on the Link
BVEtermine datalink-layer addresses for other nodes
S EEOULers

= Mamtam reachablility information about the paths to
Active neighbors

— Obtaln link configuration parameters

~®|ntegral part of IPv6
— Must be implemented on every node

- _—
[= —
v
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Dye Nelehbanpiseovery
SUIISCITSOITVI i BVE

- Cornglpes igait]fe
RVASARP = CVIP Router IDISCOVENRY + ICMIP Redlrect

SEIOVICES Improvements over IPvA:
=RReUEr Discovery Is part of the base protocol set
- Nelghbor Unreachability Detection

.F

= Address resolution at ICMP layer above the IP layer

= -
=

F'_

® Can use IPsec mechanisms

— Router Advertisements Carry
* |ink-layer addresses, prefixes for a link
® advertise an MTU for hosts to use on the link
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GREOUILES Solicitation

= (@ router-sollcitation2. tcpdump - Ethereal
HESISERGs anulicast B
RO SO)ICi tation When _
ZiNlesface s enabled T
'6 discever IPv6 routers
present on the link

= ereguest an Immediate
= Router advertisement

e
-
-

’-:_'- — Sent to All-Router Multicast
Address

— Source link layer address of
sender may be sent as an

"
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ABREOUIEN AGVEITISEMENL:

figure2 -router-advertisement.tepdump - Ethereal

File Edit

SRRpNEImulticasts o7
oerlgcliczlly (e el)
Frame 1 (110 on wire, 110 captured)

WETMENGE)NILS availability
: 5 . Ethernet 11
F{ ﬂte r adve rtl Se m e ntS Internet Protocol Wersion B
(:A'f' rry Eﬁgzésgm: Oxalll (correct)
= Cur hop limit: B4
Crietime as a default router
Reachable time: O
Retrans time: 0
hests how to perform Frobes Loy B4
Flags: Oxc .
J i _ Prefixs 3Ffe;l200142605F:;
List ofi prefixes used for a o E
0020 29 FF Fe c2 52 FF FF 02 00 00 00 00 00 00 00 00 3, Ruus vrvsrues
QOE0 00 00 Q0 00 00 01 86 00 a0 11 40 00 00 78 00 00 ..., .. B2,

B Internet Control Hessage Protocol vé
Flags: 0x00
Vanaged flag to inform 5 MRS op s
Address Autoconﬁguration Yalid 1ifetime; 0x00278d00
link 0000 33 33 00 00 00 01 00 0 23 c2 52 FF 86 dd 60 00 33...... J.R... .
0040 00 00 00 00 00 00 03 04 40 £0 00 27 Bd 00 00 03  ......0. B, ... [+]

Type: 134 (Router advertizement)
Router lifetime; 120
Type: 3 (Prefix information)
Preferred lifetime; Ox00033280
Q010 00 00 00 38 Za FF fe 80 00 00 00 00 00 00 02 0o L Bliss vesresen
Fiter]

Capture  Display  Tools

Destination |Protocol | Info |
220 ffO2:el

Fouter advertisement

. : : : ICHPWE Router advertizement
3 30,488813 felB0::20c:29fFf:fec?:h FROZ:: ICHPWE Router advertizement
4 30,4808935 fed0:i20c:29Ffifeciyd frOZ:sl ICHPWE Router advertizement
0 B3,066334 feB0riMci2IFfifect:h FFOZ::l ICHPWE Router advertizement
E B3,067007 feB0riMci2IFfifect:h FFOZ::l ICHPWE Router advertizement

LS

[+]

ey

[<]

C 17

Link-layer address

’ Advertise an MTU for hosts
0 Use on the link
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Rouier Hdifde; o -

SeEliioy 8 Nouteniolnionm e ost of a better first

IBRONILHE patn tor the destination
SREEE o) inform if the destination is a neighbor
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ierarlbinkaltocalbACE eSS
=N O N OULEr OF SENVEr reguired

ZBELErmine whether Addresses should be
eptiNed Via Stateless or Stateful mechanism or

Stateless mechanism
® Router advertisements provide prefix

Stateful mechanism
e Server provides address (for example via DHCPVv6)
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[i=visRic ]l ocal Address Creation

— ]

ieliecal addressiis =L Interface 1D hased| on
IOIHECNY EPPENHING EUIEGZ
WEREINLE thE architecturally — Constructed from a Global

GEfimediLink-Local prefix Token E.g. IEEE 48-bit
: MAC Address With the

“global” bit inverted

e See |Pv6-over-x specs for

details on how to form the

Interface ldentifier
IEEE 48Bit MAC Address
Company ID i Manufacturer Data

EESOHOACDRZEEEEESG: VOLIE }00 2BL 36 10 s

Expand to an EUI-64 2Bl FE| FE 70

Invert the Global Bit




DyE Siziialogsele e
AutoconfiefelfEiiidr] -

SRRBllerS advertise prefixes.tha _dentlfythe

~ - s ~7 -~ ~7

SUIBNEL(S) associated With a link

HESiS 0Enerate anl “interface token” that
Lilie Welysidentifies an interface on a subnet.

v "h address is formed by combining the two.
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Dy Siziaful Aeleleke
Autocomfiejelfeiiidr] -

SClIEnLS ohiaRac0ess andy.on configuration
iENe DECR server

MYSCPIserver maintains the database and has a
yelcontreliover address assignments.

BN Gst sends DHCP Solicit

== — DHCPv6 Multicast Address
' Agent replies with DHCP Advertisement
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: ,‘h:

EENsAStateless or Stateful?

R INIStaLe SPECITIESWINICh tyPEe of
EEORIIgUIFANeN e USE

ool setting / clearing a switch on the ICMPv6
ReUEFAdvertisement (M bit)

St ateless and Stateful can Coexist

: Eor example:
s Addresses could come from Stateless

e Additional Configuration Information could be provided by
DHCPv6

— —
—
e

F-..-J._

e T

ﬂ

-__ o
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BEVGESiGieless Operations Explo/ets s

SREElieACVErlISEmEnT:

~ Prefi> IDISCOVENY

SREntative Address Formation

aliplicate: Address Detection
=SPAddress Resolution

- e it —
?_-\.-3_ ==
_—r-___-hl--
-

e
e—

* ——
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Router
verdi.org

3FFE: 0301:DEC1::/64 Multicast
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Prefi DisdeVEs

rlOJ 2NESROUIEIRSOlICIIANGN

BN OAlIFReuters Multicast Address

oUitersisend Router Advertisement
SEEgS L bit (on-link), A bit (Autonomous)

Preflx(es) Infiermation

— Associated lifetimes
s Preferred Lifetime
s \/alid Lifetime

December 2003




BeInnERNIENative Address

los oS thewprefia oo a tentative,address

~

]I:
Fo safety Puplicate address Detection algorithm

selldie performed
: 3FFE: 0301:DECL1::/64

guattro.verdi.org

|IPv6 Address: 3FFE:0301:DEC1::

December 2003
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EvIfslicate Address Detection (DAD) .

S UEEOdUnng Address, Acquisition;
SSICUEIESS
BNDADIS performed only on Link-Local address
SNJIUSHS not 1N crtical path in large-scale-renumbering

; ateful

— all' address should be tested for unigueness.

== "DAD can be disabled
— But adds little or no overhead

December 2003
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DAL Ogarziileds

SUSEORONENyAURIOUENESSIOfite tentative
A EIESS

=HOsTjein All-Nedes-multicast (FF02::1) and Solicited-
ﬂ j@GEe=mulicast ofi the tentative address.

= Siransmit Neighbor solicitation with tentative address
; '_'- as a target address

— |- Neighbor Advertisement received
e Address. in use cannot be assigned to the interface

— Noi response assume address Is unigue and available

December 2003




Mac Address 08-00-FE-36-70-1E
Ethernet Header Link Local (tentative)

Dst Mac Address 33-33-FF-36-70-1E FES0::0A00:2BFF:FE36:701E
IPv6 Header All Nodes Multicast FF02::1

Src Address ::

Dst Address FF02::1:FF36:701E _
Hop Limit 255 duo.verdi.org
ICMPV6 Header

Target Address FES0::0A00:2BFF:FE36:701E

Multicast Solicited Node Neighbor Solicitation

_I_I_I_I—I_

Mac Address 08-00-FE-36-70-1E

Mac Address Multicast 33-33-FF-36-70-1E

Link Local FE80::0A00:2BFF:FE36:701E

Solicited Node Multicast Address FF02::1:FF36:701E

guattro.verdi.org




Ethernet Header Mac Address 08-00-FE-36-70-1E

Dst Mac Address 33-33-00-00-00-01 Link '—_9061' (t_entati\_/e) .
1PvE Header FES0::0A00:2BFF:FE36:701E

Src Address FE80::0A00:2BFF:FE36:701E All Nodes Multicast FF02::1
Dst Address FF02::1

Hop Limit 255 .
ICMPV6 Header duo.verdi.org

Target Address FE80::0A00:2BFF:FE36:701E

R EEEEEE—————

Multicast Neighbor Advertisement

Mac Address 08-00-FE-36-70-1E

Mac Address Multicast 33-33-FF-36-70-1E

Link Local FE80::0A00:2BFF:FE36:701E

Solicited Node Multicast Address FF02::1:FF36:701E

guattro.verdi.org




Ethernet Header Mac Address 00-00-FE-21-E5-30
Dst Mac Address 33-33-FF-36-70-1E Link Local

IPv6 Header FE80::200:F8FF:FE21:E530

Src Address FE80::200:F8FF:FE21:E530
Dst Address FF02::1:FF36:701E

Hop Limit 255

ICMPv6 Header

Target Address FE80::0A00:2BFF:FE36:701E
Option Src Link Layer 00-00-FE-21-E5-30

duo.verdi.org

| | Multicast Neighbor Solicitation
Mac Address 08-00-FE-36-70-1E
Mac Address Multicast 33-33-FF-36-70-1E
Link Local FE80::0A00:2BFF:FE36:701E
Solicited Node Multicast Address FF02::1:FF36:701E

guattro.verdi.org




Mac Address 00-00-FE-21-E5-30
Link Local
FEB0::200:F8FF:FE21:E530

Ethernet Header

Dst Mac Address 00-00-FE-21-E5-30
IPv6 Header

Src Address FE80::A00:2BFF:FE36:701E
Dst Address FF80::200:F8FF:FE21:E530 duo.verdi.org
Hop Limit 255

ICMPV6 Header

Target Address FE80::0A00:2BFF:FE36:701E
Option Target Link Layer 00-00-FE-36-70-1E

_I_I_I_I—I_

Unicast Neighbor Advertisement

Mac Address 08-00-FE-36-70-1E

Mac Address Multicast 33-33-FF-36-70-1E
Link Local FE80::A00:2BFF:FE36:701E
Solicited Node Multicast Address FF02::1:FF36:701E

guattro.verdi.org
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WNGIEcRenumbering

RENUmbenng JRVEINESIS IS easy.
=VAGEREN e prefix to the router;
BREdlice the lifetime of the old prefix

EYACIeUEs deprecate the old prefix, they begin using
the AEW: prefix for new connections

= Nornetwork downtime

Renumberlng IPV6 routers
— New protocol: Router Renumbering

e [Use both to renumber entire site
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A Gl EINen IS0 erations for AUt
(OrJ lclLifaiilof B -

SRIVECYAEXIENSIONSHOIAULE ConTigUation?
e oyiemic Ic Updates to DNS?
- 1 «—Local Address Name Resolution?
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R L re S MEESIer for

N PVREIEAIESS| SCOPE
BG[LOBAL or LOCAL
eopliguration Policy Control
B Sioteless

e li—
-

-—

= = — Stateful (DHCPv6)
. — Routers dictating configuration policy and MTU size
for the link
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YR roposition
EngineefEeRio PEfioigiElflc] ProiEdi

IPv6

(USESH 26l aderessing

[es ENGUGHNACEESSISPEACE G IVE
RUrining out of a eVeR/AnUIman ehrtENRIaRER S
]ntemeL aidcresses s unioue P address

\leiglelzttony ziplel Eifagiie [P
SECUity

Systers) LEsS InfiiastiicturesVIaintEnance

franagerrment s and cemplexitys required

cornplex ard slow Viore efficient Mobilet P =
Seamiess sevice aveilzaniy

Architecture ofirtierfuite = Nexi
GEREraoRntemel protece!
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DyE i ea

] e : : ;
Of) T OIMURICAHGIS NG HEH
SOImpIexity is reduced Internet End-to-End
OpleIfCoRdions fer continued + Pervasive Services
VOIULON of the: Internet + New Applications
BRI0 provide seamless Internet + Reduced Cost
ICONNECHiVIty anytime, anywhere, = Profit
aleys=on

= [0 provide as many pervasive
SEIVICES as possible to as many

USErs as possible

~New End-to-End Applications can
AOW evolve again
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e

amber TIMING is an important factor in any success
story”

IPv6 Everything is possible

Ques [/10NSs?
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