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SRV HERWe ISt tured e extensive |eegine| 6n; our
SEIEVY /S OSE W SHIUCHNIKEMOVING TNLOra NEW.
FEUSENWIth a tin roofi inia hail-prone neighborhood
under Several large oak trees during acorn season.
WErdiligently chased down evil-doers and
| @_L d SEcuUre numerous open systems. ... Some

' “’ orate machines were secured as WeII. ’
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;_ .-.;l.""__-. .-_.

“Gettlng hacked Is seldom a pleasant experience”

-
-

— Bellovin and Cheswick, Firewalls and Internet Security
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SIS K COVENS
SRV GITOLOCOI SECUITTY
r\mrl me ods to hinder IPv6-based! deniall of service attacks
N OSTNCN outer system security only as related to IPv6
nrw
Sec Lﬂg of IPV6 transition strategies

II securlty architecture
PhyS|caI environmental, or personnel security

e —‘.--

__— General system security

— Network applications, buffer overflows, viruses, worms, spam,
— DHCPvG6, IPv6 Routing, QoS, Flows, Timers, Multicast Keying, DNS
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WiseiaDe Ve Wanit from

o

BVERESsUmeE anladversany:may. get complete ACCess to our;
cornaLgleaiiogsianEpnei (e we e giigies hgiisgle
— Reziel W 1ter,freplay, modify, reorder, rearrange, truncate, reroute,
SIOOIFIEANErS and addresses; etc.
— Tr/ to * r'* _e control of” routers and hosts

— Lau :addltlonal attacks from compromised systems

2 VVeAV.nt

= _' - :O"I’(now Who's sending what we get

— 10 know'who'’s reading what we send

== -_To know that no one else has tampered with it
— To keep the network working reasonably well

— To control our own equipment
® Contents and operation; software and data
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RGREGEeE  Black IHat VWorleE:
. S =

> |PVE flEls beeg_fomtoday Without administrators’
'/movvled ¢Je R — B
e ENaIE d on many: platferms (XP, 2000, Linux, etc.)

lpent .Onally Ol othenwise

S eaiprovide: a stealth network for intruders

2 rJrIFELr' to scan

i v‘\'ﬁ‘ ES many: intrusion detection systems

_ ~® Has been caught in “honeypots”

'_--—*:' acks on IPv6 can compromise co-existing IPv4 networks

— e !P?ecautlons
-~ — Block protocol 41
- — Handle Teredo as a “dangerous UDP port” at IPv4 firewalls
— Look for Router Advertisements and Neighbor Discovery packets
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IPvE Cora Riejie)ee))ss

> [PVerg flezle er IS simpler

p—

I

- .

Intrecduct

T :

2 PVE *'a OIEI ENC-1O-ENGEIC
— [t ]r':-*ﬁ , IS scary tersome Who are used to NATS

PRNECHVILY. te) all heStS

— BuUi Jr)«“\ 5 extensions are much more flexible

- 2 '-_

- |PVen _Oes much more than IPv4 at Layer 3

c= .'__.--- ﬁme old favorites like ARP disappear

—

——

,il"'.-- —-,.

= |PV6 promotes Mobile IP
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RVSNEOIE Protocols: IPVEIFeader EoIEi s

R -

—

Version Traffic Class Flow Label
(4 Bit) (8 Bit) (20 Bit)
Payload Length Next Header Hop Limit
(16 Bit) (8 Bit) (8 Bit)

Destination Address
(128 Bit)

Source Address
(128 Bit)

RO
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BNGRs0IE Protocols: IPV6 EXEnsIo cl2rs
sion Heade:mqﬂ

N OIUEIROIREXTE One Is used in same packet:

[PV Heade :

N OI=19Y/=NBNOPLORSHEEACE!
DESTl ati(;ﬁ Optiens Header (every/ Routing Header destination)
%Imr n Header
rragrr ef t iHeader
S Auth ‘ifitléatlon Header (AH)
- : absulatlon Security Payload (ESP) Header

v_estmatlon Options Header (/ast Routing Header destination)
=~ = = Upper-Layer Header

e ——

-
e
s
M e -

_—'

e ":"i"'-
S |
. TCP Header
r +D Payl
Next Header = Next Header = Next Header = N e ata. Payload
Routing Fragment Security (ESP) TCP
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I2YGReONE, Protocols: Addressin |

st dropped;; Multicast essential
> Lini Jo__q.? and site local scoping

= ]mﬁi makes a lot of sense

: _._# S u- local makes a lot less sense (today)

___ bﬁﬂme good news

~ — Address and port scanning a subnet can be a lot
harder
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PIOLECOISE.
els ner-awﬂd Ren
onfiguration.
JrJJ ol e EANS preiden ol aedgie) |
10 ook at different cases
EE prise; inithe building
= Public WiF
e /Lr— oc networking
- Effggiy of self- -generated addresses

p——R =C 2462 addresses can be “stolen” by others
I 4.-7:' 3041 addresses cannot have pre-established IPsec keys

= Subnet renumbering
— — Need to track multiple prefixes simultaneously
— Need to map permissions from old to new addresses

— draft-bellovin-ipv6-accessprefix-01 proposes a way to retrieve a list
of privileged prefixes with an ICMPv6 Router Advertisement
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|PVE Cafe rotocols IPv6 Anycast S@hy‘,

st addressesima J- o[

wWellEknown' targe

h_

— "{r:eachable anycast only defined for routers

NEREI th 'rization mechanism exists for destination
_rlm\ st addresses

—

=

= %pooflng and masguerade possible

.'I._-

= '1 P_sec hard to set up in advance

— IPsec security associations need destination address

I 2 December 2003 Page 13




e———
|Pve CorgPfejiclege)lss Slte-LocaI Ad - —

.-ﬁ-_-_'

_—

SNlENErdEpecated! site-local addresses inl March 2003

— lpiyiiivelassiisseifensteifolioolil;

BRSTierboundaries may not match security, reachability, QoS,
ceiministiative, and funding boundaries
PHENsaIme addresses (e.g., FECO::1) can exist in many sites
A m _t1-_homed host can belong to a site per interface
r é]'dpers have to handle site identifiers along with addresses

= e Uiftl sSited routers have to remember arrival interface
_T’Addresses can leak in application layer data
= f' eplacement architecture will have unambiguous
addresses and more flexible scope rules

— Firewalls will need to implement the new design and block the
old-style FECO::/10 addresses
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IR

- Rrotocols: I‘é-l\/lw

- Caornojl es implemented Wit ICMVIPVE
Addrgss 2o cor) fcjtirettjor]

REULER and prefix discovery.

NEIghtoer reachability and address resolution

Juohw[e address detection

riouzer numberlng

ried

dlscovery

= Echo request and echo reply

— Error notifications

= xamples of security guestions
— Are Router Advertisements coming from an authorized router?

— Are there security requirements for Neighbor Advertisements?

— Are redirects coming from the router to which the packet was
actually sent?
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| . . " ":r
RYaRssIE Protocols: Neighboer Disc -

SI\Bgiabor Discovery lacksimechanism for
clet errmmru A EIHZECNIEIF NGNS

JAllacKs:
— e IJrac* , duplicate address detection,
zlejV/e Jsement and parameter spoofing,

0 _'["_ l off service

_.;L': efenses:

= -
-_-‘In

~_ — Tihe “hop count 255 trick” has limited value

— IPsec Authentication Header (AH) or Encapsulating
Security Payload (ESP) “works” with manual keying
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1PVE GG'Q 2T OTC OIS: - P
Surnrragy ORI Sewrity#

SIBRVE RECS say: — _

= Use IPse ec AH for IPMCv6”

- BEJS "C]UES'[IOI’] now?
— Nee éddresses which may not be determined

— a J‘ z Security Association and keys
,;: ~ *Manual set up: how many?

'_. - -—_ -

gl ==

—__; —— Automatlcally generated: need to run UDP

= Chicken and egg problem
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|PvE Core Protocols I\/Ioblle [P

Gozllss rozlggligle) address aﬁmﬂy location Pri
BETIl » dynamic registration (binding) isineeded

j\ pRNeTNede ana the Fome Ager
fafit specifies IPsec ESP and IKE (plus alternative) for:
— B]nrl]ng"m and! binding acknowledgemetns
= REetU i outablllty messages: “Home Test Init” and “Home Test”

5y6: hetween the Home Agent and Mobile Node (e.g., prefix
_ SOVETY)

P F_f Ser traffic (optional)

ﬁ“ ',> Need to work around lack of global PKI, IKE-IPsec overhead,

® See draft-ietf-mobileip-mipv6-ha-ipsec-06, draft-ietf- mobllelp—
Ipv6-24, and draft-perkins-mobileip- precfg -kbm-00

® Firewalls need to control use of routing and home address headers
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Stimmary- " ev6  Core Pretocols

el
mbering i~ —

-. [AEVA

~local addresses:
retijgnl (Eiio-capfleftrEiton)

address| detection

) -

SEmENgS are likely to become more common
SENEIOENd cConnectivity:

—  Mulie &_t' 3

=

— UJe ofi clocks andl timers (at Layer 3, not just TCP)
— ultlshomlng

=SS 3 ’- ngs-are just different
- — Flows (QoS)

- L‘_*"-';_-_r:angmentation
" — ICMPv6

~~ _ Subnet scanning attacks
— Packet filtering methods

1

Eor the most part, IPv6 is like IPv4, only more so
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MOIEEIRSECUNLY: IRPSEC
eIochange JnilPsec inom P4 tc
BRUIEL 1PSEC IS mandatory i 1Pv6

Jmolem tations
JPseL _n provide authentication, Integrity,
sonidentiality, and replay detection for any

IP'da atagram
P ovided .

-—

—"i-

|| \r!J
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olement It

FProtoce ecurlty IPSEs
vided we can tﬂﬂ‘éentmes and 1m

IECH2010 2 SECUNE D) ALToNIN

seg PIOVIGES an extracrdinarily Sounc

ey inirastructure, but
=NPEtallsimattern

—limpl menting IPsec Is somewhat difficult

— We have to figure out how to use it, case by case

—C 'anges In IPsec are still in the works

-~ FTOA
Of

protocol

Co
1
S

.:ri-'

5::*

e you think cryptography is the solution to your
problem, you don’t know what your problem is.
— Roger Needham

December 2003 Page 22



—_—

Where‘Do they. [

be

,l

e
—

ers

iySArCHItECtUre
4(7"L SRtIcationr Headeé
SAge onigin authentication and connectionless integrity
Ep y detection

2406: Encapsulating Security Payload
rythlng In AH plus confidentiality

-m"émagement for IPsec: IKE (Internet Key Exchange)

---«, = RrCs 2407, 2408, 2409

j’ ~ = Entity authentication
== s Security Association (SA) negotiation
® Key exchange

* All'of these RFCs will be revised in the next year (or so)
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Autheriticatg el S AR Fam_a_at’f —

MAC

Next Header | Payload Length Reserved
(8 Bit) (8 Bit) (16 Bit)

Security Parameters Index (SPI)
(32 Bit)

Sequence Number Field
(32 Bit)

Authentication Data (variable)
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Security Parameters Index (SPI) (32 bits)

Sequence Number (32 bits)

Initialization Vector (optional, variable)

Payload Data (variable)

Padding (0-255 bytes)

Next Header

Pad Length (8 Bits)

Authentication Data (variable)

RO
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e

ERGASEClity Assocﬁ“tiw

> Corlielrl 2l rfJH Orlfrlfﬂe 6‘{5 ]

— Wrlen] \d~how the seurce applies security

= \/\/'rJQrJ-?E' how: the destination verifies security

- erm,_m a destination address, protocol, and
Securit y Parameters Index

.|-I"-
L

- ~ e U’sually configured Iin pairs

o

— One in each direction
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KEVZ Key Exﬁnw;
x’ =

N A nonce .. ‘ecC . I . OfeCtlQn EtC.
| B

gX

>

== .
P —
A

e
r=

gy

= {A SIGA(Q", 9) MACkn (A) e |

-I-'-
_!I'.___,—-

e —-_...l——
—

Z 1 B, SIGg(g*, 9¥) MAC,,y (B) J¢e
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! s fixed, SImpler feWeropions,. ) o
EOUIFMIESSACE SIgn=ana=NVACTRIetecel; formalf SeEcCUrity” analysIs
INEW I‘fr-llf érlms

— Ojjg dou, ent for protecol, one for the transforms

=S AR, and RFC2401bis

- 64 om’ ﬁmpllmt) sequence numbers
— Al ary padding
= “'5 nmy. packets: Protocol 59
~ New processing model and definition of security association

—
'.i--"F'-
il

_,..--
— _-'

—— -Vlrtual IDs to support VPNs

= Thorny topics

- — [Legacy authentication
— PKI
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[Psacm] and |C|\/|Pv‘6‘ __"-’

[GlVEVGrcan be end-to- end
JICMPVE capl ge Ugliezist, J\/LJIFJchE, Of AfYCeISTH |
gE=cznronly run it UDP is already enabled

IKE ca
SEENIic rr—ru’ koricmpy6-ike-effects-02 for the following table:
BREst Unreachable Any-to-End May use IKE

-to- end or link local

ENstUnicastreniy

If

— Packet | co Big Any-to-End May use IKE
— e = Geeded Any-to-End May use IKE
— Para _e_tgr Preblem End-to-End May use IKE
= == Echo Request End-to-End May use IKE
=~ = — Echo Reply End-to-End May use IKE
= _r_“f'f:h':- Redirect Link Local May use IKE
- — Router Solicit Link Local Must Not use IKE
~ — Router Advert. Link Local Must Not use IKE
: — Neighbor Solicit Link Local Must Not use IKE
— Neighbor Advert. Link Local Must Not use IKE
— Router Renumb. End-to-End May use IKE
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NETghIder discovery Uses many destination address types

— [CMPYE me;;age types:c s.overloaded)
ERYEstimaton may e Multicast (M), Unicast (U), or Anycast (A)

[Psec: MenltEiNCEYile=lgle I\Eighbor DISCE

—

1 outer and Prefix Discovery 133->M; 134->MU
2y Address Auto-Configuration 135->MUA; 136->MU
3 Duplicate Address Detection 135->MUA; 136->MU
4 Address Resolution 135->MUA; 136->MU
| ._-? Neighboer Reachability Detection 135->MUA; 136->MU
__,; - 6 Redirect 137->U

____—:..: -ttacks and’ conseguences vary case by case

_ fﬂ\leed Security Associations for:

- — Each node’s Unicast and solicited node Multicast addresses
® Known ahead of time (not RFC 3041 addresses)

— The “All Nodes” and “All Routers” Multicast addresses
— See draft-arkko-manual-icmpv6-sas-02
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SieWalls for IPv6: Role of Eire
o F]rgw: diff—e@t-problems firom IPsec

— Enfores Ulioss POJICYACRPENITNELE
EESLOIOULSIAErSHireN PEreMING dangerous operations
BPIGVide a choke point and scalable, centralized control
ENERIOFENM connectivity, tunneling, and encryption
ey ‘conpfilict with this policy
- e raffic that cannot be checked at the firewall can bring
_, Inpleasant things to your desktop

— IPsec is like SSL, only more powerful in this respect

—
F° The tunneling problem has no satisfactory solution
— “We'll run it on Port 80, so It gets through the firewall”
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=enells ior [Pv6: Channg

SNIENREmELer sSecuity, mMedel IS changine
Cleer PHOUNEZIIESFIOMIGLTEXIST
SMUSErS are being forced to run safe(r) computers
Pz qu\ pridsion start up and wake up
= \/Jrlb protection
- nal firewalls

_L IPsec VPNs, PGP, encrypted hard drives, WIFi security
Patches and updates

ewalls themselves are changing too

i
¥ o

—— '. Locatlon

o ——

- * Network or end system (personal firewall)

— Control
e Administrator or end user
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| : = . i
IPvE Firauells Packe?‘Fn%
e ™ |

0 uses rules based on:

tinanonRraddresses

A
o
-

SOUICE e;: ‘destination ports
Otner T J-S 5 like Tiraffic Class or Flow Label
SRSOUICE & and destlnatlon addresses are the easiest part, but
—[RV(6 hosts typically have many addresses
= .-:j:l 5V6 sub-networks can be renumbered
Some IPv6 addresses have restricted scope
= [Pv6 makes it harder to apply RFC 2827 consistently
- — To prevent denial of service attacks with spoofed source addresses
— Especially with RFC 3041 addresses
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. -
YGREEWalls: Extension Head |

\ 0, EXIENSIONLIIEACENSH IS, MOKE WOK
J andlfragmentation gadersi may trgger an
AECESS decision

20/ _@ Stuck on an unknown extension header

2 Jif] lda firewall send an “unrecognized header” ICMP?

>  discard the packet?
Note that the RFCs are unclear on firewall or middlebox actions

- ; s TLV format
e Still need to define policy for unknown types

December 2003 Page 35



— — - —_—

EveREEwalls: RH anarHA PleG

VigyAIRVA sirewalls prohili Feerreuting
[PYGIRGUNG Header (RH) and Homer Address, (HA)) rewrite, addresses
— Neacael for aeloile |RvE SF= ziglel galtllii=rlomligle

EVantterrecognize legitimate MobilelP addresses and route optimizations
RISRENUNEATCan tuin any host behind a firewall into a router
=NVayAenalle an unauthorized Web server

SVeyaorealk denial of service protections

Wit does this mean?

==\Want:to characterize what RH and HA are doing

= s \ohile IP: allow only one RH “segment left,” only if policy and use

—
U

_:--— . correspond
= Demand secure Binding Updates or an authenticated packet before
-~~~ accepting HA
e TE: decide which routers are configured to handle TE

- Bt

e |nternet defined in the RFCs # Internet accessed by enterprises
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RYOREIENAIISE Fragmentation -
-

41 ReVVellISEReNIPITIRACMENTANON

<£er13]o riheaders make It harder to
LElmIne Whether the upper layer protocol
I£gle) 'r IS In a fragment

= - C| séo ERAGMENT keyword matches all non-
fiﬂltla| segments and initial segments if the
- : upper layer cannot be determined

Q
—
—
L

5 o m w
()

(—

ﬁ
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BENGREEWAlIS: ICVIPVG ISSUES
y - " »
SN EVPY6GInEEds additional atiention

BGISE0O ACLLs by default allow Neighbor

DISE ery Nelghbor Advertisement, and
NEIGnBor Selicitation but deny others

'*r:"e r

r]__ji éount 255" may be defeated by

— eling
=
~ s a reasonable policy-based approach to
Redirects possible?

— Note the increased use of host multi-homing

——

‘D
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- —
allse IPsec ESPJ e
| e —
SNGNEESENANIE SO ULBRLLeIECCESSING
HCYPIEd content at the porder exists
BNfENpsec WG rejected an ESP-like transform
'rhrL'r-A the upper layer header in the clear
' nother attempt is in the works

"

[PVE Fire

« s
v = —-"t

—

fproposal to use the Flow Label bits has other
%“‘ drawbacks

. Con3|der using host-based, administratively
controlled firewalls
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VGRSV aIIS: PEEIETe-PEer Se
_ -
SRV SRWITNOULIN AYEINEKES DEET 10}
PBLEN Bl more usable

rJrevvrnl usually take an “outbound only”
ngrn except for well-known servers

- Hf ble approaches:

) —

_._..
e __—'

ﬁf::-* — Reserved range of high-numbered ports
== — End- -system firewalling
— |ETE midcom WG’s pinholing
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I liaternet Security
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=) rﬁy and 1Pv6 Transition
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e ——
i

d IPv6 Trg_rjsi_tion

Joals V)

n
=

o Segure r_ nsmon” only recently received attention

> Mziiq) rm isition components
= Dual stack
B ﬂﬂﬁﬁellng

= gui—

~— — Translation
_;-J'F"'

s Many variations
- — Security 1ssues similar
— Some differences in the details
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Trarsitioprsiigeiie]|eks
e
ERaeUS eEncapsulation (tunneling) proposals;
— SIT
SRGOVErd (REC 2529)
= G4 '?P 13056)
S SATAR
— Ter egu; DP port 3544)
2 Mrlm SE *—urdty ISSUES:
=06 not mistakenly configure a back door around firewall

i _—I-'-

= J-:ADO not let the IPv6 network open attacks on the IPv4 network

el
e
e

g
s __r_:-'_'*-_ e After decapsulating, enforce address-interface consistency
~ (anti-spoofing) and firewall rules

® Requires careful configuration
— Do not provide a hiding place for DoS attacks
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v6 Encapsulated

y'

Bypasses
v6 Firewall

If v6 encapsulated l\iLL
in v4 encapsulated
inv4

Resolves
Tunneling

v6 Firewall
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Gererzl TFupineiple Securlm
INjoIcElly 2 100SE a'pp*r IS taken rvice pm

IINIRENNRO| can break the pErimeter defense

= r\llromslUQ siRRE: JrJJ clLQs‘Ob Orlf:’:‘ﬂq OINEREVEINVAVNEKRE

SNConsider some: access control or firewall functionality

SEorexample, treat addresses the way stateful UDP filtering
Works

SHltnelrexit should decrement hop count

- Ambj..ﬁ' ies exist with IPv4-mapped IPv6 addresses

| Applies to REC 2373 ::ffff:a.b.c.d addresses in general

== “Some IPV6 pieces are only partially deployed or immature

_,-d-"

——— DNS routing, applications
= Enabllng IPv6 may open routers to bugs, inefficiencies, or
~ Instabilities
® |Psec can be deployed between routers and relay routers
— With manual keying or with IKE

/)
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BYGRSecurity: Outline
— ol
iNteet Secunty:
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_ cv rlty and IPv6 Transition
*G‘Summary

I 2 December 2003 Page 46
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|DVE Jet [by: Summary J_‘,
SENIEN= 1S still workﬂ!@m IPv6 secunty ier ICMPV6

PVGRIEWalls, moebility; transition, ELc.

rleiciers iiaelelaeifeniblfllale e flsisrs V6 e tWork
ZCIIUSIONS
EIEssed use of IPsec depends in part on PKI and
ISERautIentcation

Jiie standard pag of tricks” for IPv6 firewalls has not
_;;-r mvented yet

ecurity analysis must be a part of any service
prowder S or enterprise’s IPv6 transition plan

® The Internet defined by the IETF does not always
mateh the Internet deployed and used by today’s
enterprises
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