Cisco SYSTEMS







" # $

L rr- ) = ! ! PU&
( ( () OB &% $ 1)




%



" $

L rr- ) = ! ! PU&
( ( () OB &% $ 1)







# 3 456

$ &
TR () *%) 1+






/O /0






) 2 1 17 ) 3
6
2 1 17 ) #]



3 6<
3 6<

A

ort!

W W www
WWWW









/01 /2

/134 #

% &)
%
ot &'

7

56 #

%

+
&
$,
&II






VvV V V




3
A B



$ &

Rout er 1#

interface ethernet-0
i pv6 address 2000:: 45a/ 64
ipve traffic-filter In in
ipve traffic-filter Qut out

interface ethernet-1
I pv6 address 2001::45a/ 64
ipve traffic-filter Ext-out out

i pv6 access-list In

permt tcp host 2000::1 eq ww host 2001::2 time-range
timreflect nmyp

permt icnp any any router-solicitation

I pv6 access-list Qut
eval uate nyp
eval uat e anot her

! # time-range tim
periodic daily 16:00 to 21: 00




brum 45c#show i pv6 access-1i st
| Pv6 access list In

permt tcp host 2000::1 eq ww host 2001::2 time-range tim (active)
reflect nyp (1 nmatch)

| Pv6 access |ist CQut
eval uate nyp
eval uat e anot her

| Pv6 access list nyp (Refl exive)
permt tcp host 2001::2 2432 host 2000::1 eq ww (tinmeout 180)
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interface ethernet-1

i pv6 address 2001: 0001:: 45a/ 64

ipve traffic-filter dng-in6 in
interface ethernet-2

i pv6 address 2001: 0002:: 45a/ 64

ipve traffic-filter internal-in6 in

ipve traffic-filter internal-out6 out
interface BRI O

i pv6 address 2001: 0003:: 45a/ 64

ipve traffic-filter exterior-in6 in

ipve traffic-filter exterior-out6 out

i pv6 access-list vty
deny ipv6 any any | og-i nput

line vty 0 4
i pv6 access-class vty in

i pv6 access-list dne-in6
permt ipv6é host 2001:0001::100 any




i pv6 access-list internal-in6
permt tcp 2001: 0002::/64 any reflect internal-tcp
permt udp 2001: 0002::/64 any reflect internal-udp
permt icnp 2001: 0002::/64 any
permt icnp any any router-solicitation
I pv6 access-list internal-out6
evaluate internal -tcp
eval uat e i nternal -udp
permt icnp any 2001: 0002::/64 echo-reply
i pv6 access-list exterior-in6
eval uate exterior-tcp
eval uate exterior-udp
remark Allow access to ftp/http server on the DVZ
permt tcp any host 2001:0001::100 eq ftp
permt tcp any host 2001: 0001::100 eq wwww

permt tcp any host 2001: 0001::100 range 49152 65535

permt icnp any any echo-reply
permt icnp any any unreachabl e
deny ipv6 any any | og-input
i pv6 access-list exterior-out6
permt tcp 2001: 0002::/64 any reflect exterior-tcp
permt udp 2001: 0002:;/64 any reflect exterior-udp
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